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Overview

For an update to security incidents, please see information on the bottom of the page!

Here at Mailgun we take security and privacy seriously. On this Security Status Page you can find an overview of our internal security 

program. You can also request access to our audit reports and security policies for review,

Send us a note at security@mailgun.com if you have any additional questions.
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MOVEit Vulnerability Impact Vulnerabilities

Recently, our security team became aware of the news surrounding a high impact MOVEit 

vulnerability. Reputable threat intelligence sources have reported that this incident impacts 

customers of this solution: https://www.securityweek.com/moveit-customers-urged-to-patch-

third-critical-vulnerability/.

We want our customers to know that Sinch Email (Mailgun/Mailjet/EOA/InboxReady) has not 

been impacted by this vulnerability.

We do not leverage this technology/software within our product and therefore the 

confidentiality, integrity, and availability of our systems remain unharmed.
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Mailgun's Response to the 2022 OpenSSL 3 Vulnerabilities Incidents

Mailgun's Response to the 2022 OpenSSL 3 Vulnerabilities

After careful review of our infrastructure, the Mailgun team has determined that we are not 

currently vulnerable to the OpenSSL 3 vulnerabilities CVE-2022-3602 and CVE-2022-3786 that 

were disclosed on November 1, 2022.

As a helpful resource, you can use this page to determine if certain widely used software in 

your environment is affected or unaffected: https://github.com/NCSC-NL/OpenSSL-

2022/blob/main/software/README.md

Thanks and please reach out with any questions.
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If you think you may have discovered a vulnerability, please send us a note.
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